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The Facts You Need to Know About This Fast-Growing Field
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1. Malware “S/aua3” vnefanissusuunilavasweananls ndudunnesdennlasu wu 1da uag

ransomware “Tawis” azvieuARonIsHEAITIN TUFUWUUAN9Y

2. Phishing nsUasuniivles (Phishing) LfJum':?UaanLLan%aLﬂﬁlauuﬂaqsﬁagauwﬁwLaiﬂﬁmﬁ e lv
Aansidila fin Mieiannuidenids wazenadenluslugnsuluedoyadfy

3. SQL Injection Attack nslaudanntedwivedlusunsuniew SOL Wesanagludsninesvesiday
9IANSIINILTIVTIN “UBYAVDIGNAT” “YBUAFINYAAR” “VaN8LavUATIATANLAL TEUUNITRU

4. Cross-Site Scripting (XSS) n1slaufluy XSS dsvhaurunisi@euansudtnles Tneaziia
pdneAdsuNslaNALUy SOL uiazumnsnafui Xss agliaemnandomelituivledimeunsdeya

5. Denial of Service (DoS) %3@ Distributed Denial of Service Attack n1slanAluaNULUDINITATI
ALY (Traffic) TifunSasneufinmes adeuiinisyiisienis (Transaction) S1winunn vilw
\A3asRauIwasAnA U auldannsarihaule

6. Session Hijacking and Man-in-the-Middle Attacks nMssindudennudidnlussninanisdeuse
sErinesasmeNinmeifulAsesneuimesuiiiesreylng feindunsuluedeyadfalusymineid
AldnusuaseUuBunesiie
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7. Credential Reuse N3LaNY0YAEAYLIUYDR ITNULALITITERIY WD IYAIAUYDAIUIGTEUUBUN
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Ransomware l25&138nanla

Ransomware %39 fiawastasnAlla AnginssuAsnis
Lock file %38 encryption file ieldlndodnldiu
Inldfign Lock 13l# arntuagiidormudiovhnaden
Aladeyadild Lock 1§ vnmbedusendiodilauen

\neffazlanden warluszogndasuinnsyinasddes
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Ransomware ALUNINIEARIUNSELUY MSoTleTediua
LASITINITAUNUIN @NLTaLNSNTEANEENUNaIULYA 1150
msanilnanlnglasiiilefndiawaifnariiiugunsal
Uanevng waznnsiansia3ediy Wetanasisunelaledn
1ud7 Suavymsenlndanuafianansadnadd Uniay

Tanewy Bitcoins

"
& CryptoLocker

J

Private key will be destrayed on
9/24/2013
6:21 PM

Time left

54:15:15

Your personal files are encrypted!

Your important files eneryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally
w:"if}l this.

Emeryplion was preduced using a unique public key RSA-2048 generated for this
computer. To decrypt filesyou need to obtain the private key.

Tha single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the ey after a time

apeciied in this window. After that, nobedy and never wi Il be able 1o restore filas..

Te ebtain the private key for this computer, which will automatically decrypt files,
you nead to pay 100 WSD /100 EUR / similar amount in anothar currency,

Click <Mext= to select the method of payment and the currency.

Any attempt to remowve or damage this software will lead to the immediate
dastruction of the Fri'l.ratn Imy b‘y the sarver,




UsstANUa9 Ransomware Ransomware fifiaglutlagiiu

Ransomeworm nuauisenanle - fevinanadayaazuninszareaaly * CryptoLocker 2013 * Petya
g9l1aMBUN2LNDS IULASDIVDIAILDILLAZLASDIABUNILADI DU S LUTSUU *  Cryptowall 2014 ° Bad Rabbit
iote * CTB-Locker 2014  '°K
. . ®  Sodinokibi
Nawlsisenan landenansznuiInnaga " Torrenlocker 2014 . b1 obos
e ® Bitcryptor and *  Globelmposter
g , . CoinVault 2015 ®* DoppelPaymer
; @ JQ EEEI’IE& ®* TeslaCrypt 2015 ®* Mamba

° Snatch

83 77% 67% : ocky 20T * Dharma

WannaCry 2017

WannaCry CryptoLocker Petya ° HiddenTear

®* GandCrab 2018 e Esternani

433 41% 273 24°> 23} 22} ®* Rapid

CryptoWall Locky TeslaCrypt TorrentLocker Cerber ZCryptor

7 https://www.bitdefender.co.th/post/ransomware/



YUNDUNISLI8NATLE Ransomware

1. N5ANLYD
o Qi Y o 1 al A o v o &
WA ANINIgeaLNan T sz uunan dauas
FenAnlnazyinnsAaassatesungtnsailanemnig
e = 1 Qi v K ¥
wazginsaiuuezatngle < Nannsadngle

= (%4

2. MmswanwWasundiivasnde
fauasisunalaasinmefumds wasldsnnesamsu
AIUAY Fasunistagasgnslawues ﬁagLﬁaamé’q
mslaufifieasnsAdnisnsia (Cryptographic)

3. 1N15LU59d
talsisenalaazisuvinisisvalngdle o naiunse
AU LA LULASeY Local tazuu Network

4. iN1TUNY

Slomadnsiaasadu fawdiSoneldozuans
ALUEUIFINTUNIT8EU Lagagilunaluesn
nnnsslenuazduganamdmunsiatedeyad
ddnyuesna vnladiinsthseRuenla (aginly
axlmbatnszidu Bitcoins) (1 BTC=333,900 Baht)

5. Uanaan
wanueeRnslaldanlagyinisaneiuaile wagwss
Temanslauesiu azvhnsaonsialnailasy
wanseny @dluvanensaiiuinliiAnTuase) wie
WINKIENNTONEIBUNAY tnenTsaulnduas
ssuuiRnsanadiSunalaannasediy LazAY
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LUINIINISUDINULAZSUNBNU Ransomware

Iifauassuninleauitievetusiaydinudisestoya (Data Backup) Tawvisnsvageunsfay
fasalusunsuilosiulaa (Antivirus) uazsaurs (Malware)

ARTIEAIESI AL LA AN SAUMAMLLUIVNNISUS I SALTuAsUaendy ansaumne
ISO/IEC 27001 FNUHLNITIANTTALNZEY

afsmnuaseniinliyaaing was dndAnw Besnnusiunsasefvansauna ludinuse1iu

Msowan Patch veaszuuUFURnslidutlagiu lnsenzedabaunieusiine uas gunsal daiudeya
finma Firewall nansveauminedeviioninsa Firewall vasdinay wetsstunislaufiannieuen
vanAssNTLasTelaLUL File Sharing winddudadld File Sharing §wian Patch ae1sasiname
Favhunusuilo (Incident Response) Wag wuU3msANAaLas (Business Continuity Plan : BCP) gy
Msviudfegssaiiaailossuudades

Sama Securities Operation Center lusgsfusmninegds Wefnmuaniunisaisnu putuaslasadulowes
VDIUNINYRY LazlAru
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LUINIINISUDINULAZSUNBNU Ransomware

Firewall

https://antivirus.cmu.ac.th

USNISBDWAWDS Antivirus URKIINENAULZaVIRU

oanavnisidoiu

1. futhsawdusmniSulsddiuuonseununnadulaRluldynainskaindnuiuoy
UHRIBNgNaeLdevlHu ade3smsia a
2. ¥aWAWIENABSUTEATTTIWaMSIBuIUMETULAZDUNEADUWILADSUDVUHIINENEE
Both MuhUiEweUs:TosuBowedsgdu a
3. MstEuBWALSMABUTBATGDVILTAAUNATDUVAUUDVUHIINENEBI G HU
NQHUIENNAUUALAEITDY La:AasssUdUaYIU
4. mstBouSulsdl DTmsuufnwaanssunistduiu laswnanssunstdoius:gn
S1PVUCBIIHINAREANHUELTRTNSSoVUD ASEUTNSAS:FRAMUNAHUIY
. msns:rhduRannRUeNnaUUALAgIdaviinliuAURadIUYAAE NVUHISNENAY
d:ljsuRauaula a domsns:zfAadsuunnald

Wsanan surhanutitatdaulungruiganutbududd
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Backup and Recovery Site (DR Site)

Server

NOD32
ANTIVIRUS

ITSC UniNet (Backup)
. \niesnauiiamasuitiewila Hyper Converged dmiuliusnisszuy
3nsnaNImasisitneLuy Hyper Converged dmsuliuinis dsestovaszerina
wwinwmeniweiuideaiion s 3 wdes if']u';uvs iy
HPE DX2200 HPE DX380
12Cx2 CPU, Ram 1TB, SSD 3.84TB x2, 12C x1 CPU, Ram 1TB, SSD 3.84TB x2,

SATA 6TB x4 (siat3a3) j SATA 6TB x10 (Aoin3o9)




	Slide Number 1
	Slide Number 2
	รูปแบบการโจมตี Cyber Security
	Ransomware ไวรัสเรียกค่าไถ่
	Slide Number 5
	ขั้นตอนการเรียกค่าไถ่ Ransomware
	Slide Number 7
	Slide Number 8

